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Stronger cyber defenses.
Greater recovery capability.

Group KA strengthened its security posture and recovery
capability through Xpliancy’s Cyber Resilience Program.

Benefits and Advantages

Phased adoption of CIS Cyber Security Controls

Coordinated IT security governance across organizations, departments, and
branches

IT security policies aligned with business objectives

An IT security strategy supporting business growth
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CIS security controls associated with business priorities

@ Value and return on existing security investments
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THE CHALLENGE

Security and resilience across a diverse group

Group KA is one of Lebanon’s largest business companies, with sister
companies operating in FMCG, logistics, restaurants, production, and real
estate.

The group needed to enhance the security and resilience of its IT
infrastructure: defend against detected threats, respond quickly to cyber
attacks, and recover rapidly when an incident occurs.

A comprehensive assessment covered internal and external IT services,
hardware, software, applications, and loT devices. The objectives included
defining IT security policies, implementing the right processes, evaluating
existing security tools, and planning common IT security governance for the
entire group.

The client perspective

“Our main challenge was to establish a reliable cyber security defense
Strateqgy in light of the ever-evolving threat landscape. A strategy that
can meet GroupKA challenging yet agile business practices.”

ELIE KARAM

Network & Infrastructure Manager, Group KA
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THE UNCHANGINGISPIRIT
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THE CYBER RESILIENCE PROGRAM

Cyber resilience awareness training
Foundational cyber resilience security controls: current-state and gap analysis
Review of implemented security policies

Hardware and software review and analysis
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Recommend

() Define and establish IT security policies
@ Define an IT security governance program
@ Identify and plan short- and long-term security remediation

@ Evaluate and recommend required security tools

Remediate

Implement and validate remediation measures
Implement IT security policies

Review implemented changes and fine-tune remediation
Establish security-policy ownership

Continuously support policy owners
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THE CLIENT EXPERIENCE

“Xpliancy’s team helped us tremendously with their
exceptional knowledge and expertise on cyber security
controls, measures and resilience strategies.

With the Cyber Resilience program we secured
GroupKA environment leveraging existing security
investments and organized a strategy to contain threats
and recover from any undesirable eventuality.”

MICHEL NEHME

Group IT Manager, Group KA

Cyber resilience with Xpliancy

Assess your current security posture, prioritize remediation, and strengthen
your organization’s ability to respond and recover.

contact@xpliancy.com | xpliancy.com
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